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Connecting Apache To Tomcat

«  Although it is possible for Tomcat to run standalone and handle
HTTP requests directly (we did this for servlets and jsps), the
Apache server does a much better job of handling tasks such as
static content and SSL connections.

«  For this reason, Tomcat is typically used alongside an Apache
server. Unlike PHP which runs as a module inside the Apache
process, a JVM is external and requires a mechanism to connect
It to the web server.

«  Tomcat inherited the Apache JServ Protocol (AJP) from the
JServ project. AJP is a protocol for connecting an external

process to a servlet container. It is the responsibility of an
Apache module, in this case mod 7jk, to speak this protocol to

the servlet container (Tomcat).

o
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Connecting Apache To Tomcat ont)

. In this section of notes, I’1l show you how to integrate Apache and
Tomcat into a single package.

. The ultimate set-up will resemble the figure shown below. Note
that if you also would like Tomcat to run standalone HTTP
requests, it will need to run on a different HT TP port than Apache.
That’s why | set-up Apache on port 8081 and Tomcat on port

8080.
Tomcat Servlet
Apache Web Server
HTTP P Container HTTP
Serviet request
request e et <
g . mod_jk reques > Listen on
http Listen on O ajp13 8009 for http
< < ajp13 »

HTTP Serviet profocel HTTP

response HTTP request response Servlet execution response
handling process

#
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Getting The Tomcat Connector

The first step in Apache-Tomcat integration is to obtain the
Tomcat connector from Apache.

Follow the screen shots on the next few pages to obtain the
mod 7k connector.

Windows based connector binary files will typically have the
name of mod jk.so.
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=1 Apache Tomcat - Welcome

@ 3 | b http:_.-'_.-'tn:-mn:at.ache.ﬂrg_.-'

File Edit Miew Favorites Tools Help

x  Google Izlﬂﬂearch'ﬂj' e~ | i Share~ B - & AutoFill =~ %~ _ Signln -

f:(* Favorites | 1‘5 E Suggested Sites = g Free Hotmail g&| Web Slice Gallery =+ %" KeepVid- Download and s..

'\ApacheTﬂmcat-Welcome! ﬁ' 7 ¥ = E%-?I v Pager Safety~ Tools~- '@"

ol

Apache Tomcat is an open source software implementation of the Java Servlet and JavaServer Pages
technologies. The Java Servlet and JavaServer Pages specifications are developed under the Java
Community Process.

= Home

» Tachbs

Download

Apache Tomecat is d

Which version? License v E'I”"-lD

e Apache
;] From the main Tomcat webpage, select Tomcat elopers

Tomeat 7 0 connectors from the download section. The rn more
Tomeat 6.0 current documentation is also available from this

Tomcat 5.5 page.
Apache Tomcat powd erse range
Tomcat Connector /

- . OfﬁldLISU-iES EI].d. 0 g "o 0 LW P TS W 8 0 WS 1 I N 8 LW W S 2L i J o 8 O LW AR NN 8 (e ) O 1 R s T (LW O 3 LN W A W 1 A N O L M T e n_dB‘_'.- .“'pjh
Tomcat Natrve —

Archives

Apache Fomcat, Tomcat, Apache, the Apache feather, and the Apache Tomcat project logo are

Documentation tradgfiarlcs of the Apache Software Foundation.

Tomcat 7.0

Tomcat 6.0

Tomcat 5.5 Tomcat Connectors 1.2.31 Released 2010-11-01

Tomcat Connectors

Tomcat Native The Apache Tomcat Project is proud to announce the release of version 1.2.31 of Apache Tomecat

Migration Guide Connectors. This release includes mainly bug fives and some small improvements over Apache Tomcat
Connectors 1.2.30.

Problems?

@ Internet | Protected Mode: Off
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File Edit Miew Favorites Tools Help

x Google | »| 2P search ~ ¢ [ - s~ | @ Share~ S~ | Ap Check = & AutoFill v 4+ _ Signln ~
f; Favorites | 7.55- g Suggested Sites = g Free Hotmail | Web Slice Gallery + %" KeepVid- Download and s...

|\ApacheTﬂmcat-TomcatConnectorsl[mﬂd_jk:l... | | ﬁ' hd > [ E%.;I * Page~= GSafety> Tools - I@v ”

~

. Apache
o mod_jk download page. Foundation

apache.org/

Search the Site

Tomcat Connectors (mod_jk) Downloads
Apache Tomcat

CH Use the links below to download Tomcat Connectors from one of our mirrors. You must verify the
. Tacrmll EE nteority of the downloaded files using signatures downloaded from our main distribution directory.

Download Only current recommended releases are available on the main distribution site and its mirrors. Older
° a releases and the historical mod k2 are available from the archive download site.

Which version?
Tomcat 7.0

Tomecat 6.0

Tomcat 5.5

Tomcat Connectors
Tomcat Native

Eecent releases (48 hours) may not yet be available from the mirrors.

Choose a Mirror

You are currently using http://www.trieuvan.com/apache/. If vou encounter a problem
with this mirror. please select another mirror. If all mirrors are failing. there are backup

@ Internet | Protected Mode: Off
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& Apache Tomcat - Tomcat Connectors (mod_jk) Downloads - Windows Intemet Explorer

= 0
€I "\ p://tomcat.apache.org/download-connectors.cgi Em ' Goog

File Edit Miew Favorites Tools Help

x Google Izlﬂﬂearch'ﬂj' E% — - : = %%~ __ Signln ~
mod_jk download page.

T} Favorites | 'i.;,', ﬁ Suggested Sites = @ | Free Hotmail @& | Web 5lice Gallery/~
C E—

i

| "™ Apache Tomcat - Tomcat Connectors (rmod_jk] ...

~VITE VErSIon Recent releases (48 hours) n{y not yet be available from the mirrors.
Tomeat 7.0

Tomeat 5.5

¥0mca1; Eﬂﬁectuﬁ You are currently using http://www.trienvan.com/apache/. If you encounter a problem
;mh;;? T with this mirror, please select another mirror. If all mirrors are failing. there are backup
Sreanes mirrors (at the end of the mirrors list) that should be available.

Documentation
Other mirrors: | hitp:/fwww trieuvan.comfapachef |E|

Tomeat 7.0
Tomeat 6.0
Tomcat 5.5

Tomecat Connectors
Tomcat Native Tomcat Connectors JK 1.2

Migration Guide

You may also consult the complete list of mirrors.

For more information concerning Tomcat Connectors {(mod_jk). see the Tomcat
Problems? Connectors (mod k) site.

S::curit‘; Reports » Source (please choose the correct format for your platform)
Find help o JK 1.2.31 Source Release tar.gz (e.g. Unix, Linux, Mac OS)
FAQ = [PGP

Mailing Lists a VD5
Bug Database = JK 1.2.31 Source Release zip (e.g. Windows)
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File Edit Miew Favorites Tools Help

x Google | »| 2P search ~ ¢ [ - s~ | @ Share~ S~ | Ap Check = & AutoFill v 4+ _ Signln ~
ﬁ Favorites | 'i":s, g Suggested Sites = g Free Hotmail g&| Web Slice Gallery =+ %" KeepVid- Download and s..

|@IndexoffapachE..".."tomcat."tomcat-connectors,.’jk...| | ﬁ' KB - E%.;I * Page~ Safety v Tools~w I@v

Index of /apache//tomcat/tomcat-connectors/jk/binaries

Last modified Size Description

Parent Directory

aix/ 02-Dec-2008
fresbad/ 02-Dec-2008
iseries/ 02-Dec-2008
linux/ 31-0ct-2010
macosx, 10-Aug-2007
netware/ 10-Mar-2010

solaris/ 31-0ct-2010

win32/ 31-0ct-2010

wing4/ 31-0ct-2010

-
EE
3
Q
3
EE
3
Q
3
9
=

. READHE .html 31-Cct-2010

B i [ U I i [ Ep—
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File Edit Miew Favorites Tools Help

x Google | »| 2P search ~ ¢ [ - s~ | @ Share~ S~ | Ap Check = & AutoFill v 4+ _ Signln ~
f“f Favorites | 7.55- g Suggested Sites = g Free Hotmail | Web Slice Gallery + %" KeepVid- Download and s...

|@Indexof.."apachE..".."tomcat."tomcat-connectors,."jk...| | ﬁ' hd > [ E%.;I * Page~= GSafety> Tools - I@v ”

~

Index of /apache//tomcat/tomcat-connectors/jk/binaries/win32

Hame Last modified Size Description

a Parent Directory

m Jk-1.2.30/ 24-Har-2010 23:00
@ jk-1.2.31/ 31-Cct-2010 21:52

L
RELDHME . html 31-Cct-2010 21:52

| The Apache Tomcat Connector
s Current stable version is jk-1.2.31.

Hosted by dealzbot

@ Internet | Protected Mode: Off
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Eile Edit View Favorites Tools Help

x Google E|5|Se,archvn'j|v o~ | @ Share &+ | Ap Check - AutoFill - %~ __ Signln -

¢ Favorites | o @ Suggested Sites = @ | Free Hotmail @] Web Slice Gallery » 55" KeepVid- Download and s...

- >
‘€ Index of /apache//tomcat/tomcat-connectors/jk... ﬁ ~ * [ M= + Page~ Safety = Tools~ I@"

Index of /apache//tomcat/tomcat-
connectors/jk/binaries/win32/jk-1.2.31

Hame Laszt modified Degcription

Parent Directory

README . html 31-Cct-2010 : . Apache Tomcat Connectors 1.2.31

izsapi redirect-1.2.31. 31-Cct-2010 : dynamically linked library

izapi redirect-1.2.31. 31-Cect-2010 : CpenPGP ASCII armored signature

mod jk-1.2.31-httpd-2.0.52.30 31-Cct-2010 : shared object file

mod Jk-1.2.31-httpd-2.0.52.30.as3c 31-Cct-2010 : CpenPGPF ASCIT armored signature

mod Jk-1.2.31-httpd-2.2.3.50 31-Cct-2010 : shared object file

mod Jk-1.2.31-htepd-2.2.3.30.asc 31-Cect-2010 : CpenPGP ASCII armored signature

ngapi redirect-1.2.31.d11 31-Cct-2010 : dynamically linked library

nsapi redirect-1.2.31.dll.asc 31-Cct-2010 : CpenPGPF ASCIT armored signature

e T e e W]

-
?
I
#
I
?
I
#
I
0
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Installing The Tomcat Connector

Once you’ve downloaded the Tomcat connector, put it in the modules
sub-directory of your Apache installation’s root directory.

=" —
@u'| .+ Apache Software Foundation » Apache22 » modules

i

- |‘?|1-_1.| Search F
- _ I —

File Edit View Tools Help

Organize =

Favorite Links

I
F
U3

Documents
Pictures
Music

More »»

Folders

, alot
| Amaya
. Apache Software
| Apache22  |%
. bin
. cgi-hin
. conf
. errar
. htdoes
| icons

) logs

ESTY m——
= VIEWS:

~ & Bum

Mame

| med_dumpic.so
|| mod_env.so

|| mod_expires.so

|| mod_ext_filter.so
mod_file_cacheso
mod_filter.so
mod_headers.zo
mod_ident.so
maod_imagemap.so
mod_include.so
mod_info.so
mod_isapi.so
mod_jk-1.2.31-httpd-2.2.3.50
mad_ldap.so
med_log_config.so

mod_log_forensic.so

I ) O I ) I ) [

mod_logio.so

Date modified

9/28/2009 10:33 PM
0/28/2009 10:33 PM
9/28/2009 10:33 PM
9/28/2009 10:33 PM
0/28/2009 10:33 PM
9/28/2009 10:33 PM
0/28/2009 10:33 PM
0/28/2009 10:33 PM
9/28/2009 10:33 PM
0/28/2009 10:33 PM
9/28/2009 10:33 PM

Type

50 File
S0 File
50 File
50 File
SO File
50 File
50 File
S0 File
50 File
S0 File
50 File

Type: 50 File
Size: 32.0 KB

ile

ile

Date modified: 9,/28/2009 10:33 PM

0/28/2009 10:33 PM
0/28/2009 10:33 PM
9/28/2009 10:33 PM

ile
50 File
50 File
50 File
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Enabling The Tomcat Connector

Once you’ve put the connector file in the modules sub-directory of your
Apache installation’s root directory, you are now ready to configure Apache to
recognize and enable the module.

To do this you’ll need to edit your Apache configuration file. This is the same
file you edited to enable PHP.

This file is located in the conf subdirectory and is named httpd.

. « Apache Software Foundation » Apache2.2 » conf » v | 3 W Search

File Edit View Tools Help
‘ Organize v &g38 Views L Slide Show & Burn

Favortelinks Name Date taken Tags Size Rating
| |
E: T . extra . original /
|| charset.conv || httpd.conf

E Pictures

More »

| magic | mimetypes

Folders A

6 items
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_i *C:\Program Files\Apache Software Foundation\Apache2. X\confi\httpd.conf - Notepad ++

File Edit Search Wiew Format Language Settings Macre Run  TextFX  Plugins Window 3 X
cHHE & @@LB]| |é} |ﬂbﬁ|%3|‘—'.‘l.t_!.|_=_+'-'—:||' bl |Z“£"T’E@@"€P

[&= slideshow html ] &= slideshowis | &= httpd.corf l
oo This was added earlier to i
48 #For PHES enab'e PHP
g LoadModule php5 module "C:php/phpSapachez.dll”™

2ddType application/x-httpd-php .php
#configure the path to php.ini

[t |

i Add all of this
54 ##4begin material for mod Jk connector <+ material tO
55 # Load mod_jk module enable mOd_]k
1 # Update this path to match vour modules location

57 LoadModule jk_module likexec/mod Jk.so

58 # Declare the module for <IfModule directive> (remove this line on Apache 2.x)

39 AddModule mod Jk.c

[=3]

# Where to find workers.properties

# Update this path to match your conf directory location (put workers.properties next to httpd.conf)
JkWorkersFile fetc/httpd/coni/workers.properties

# Where to put jk shared memory

# Update this path to match your local state directory or logs directory

JkShmFile fwar/log/httpd/mod_jk.shm

# Where to put jk logs

# Update this path to match your logs directory location (put mod jk.log next to access_log)

(= = = I = = = 1
1 & A = b k3 B

[=4]

6E JkLogFile fwar/log/htpd/mod_jk.log
69 # Set the jk log level [debug/error/inic]
70 JkLogLewvel info

1 # Select the timestamp log format
72 JkLogStampFormat "[%a ¥b 3d FH:EM:%5 3¥Y] "
3 # Send ewverything for context fexamples to worker named workerl (ajpl3)

JkMount [Sexamples/* workerl

5 JkMount /CNT4714/* ajpl3 ¢ Add JKMount directives for
i JkMount ffirst-examples/* ajpl3 g

any servlets and jsps to go
through Tomcat.

##dend material for mod Jk connector

1| 1

3 (.Dﬁ'.'qﬁ

\Program... Deskto lﬁ':"":' 847 PN

|2 Window...
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. The JWorkerFile directive (see previous page) refers to a separate
file that configures the ajp13 protocol communications parameters.
An example called workers.properties Is included with
mod jk. For a basic set-up, this default file will work fine.

. There are a couple of things you should verify however: (1)
workers.tomcat home should agree with the value you’ve

already set for Tomcat called CATALINA HOME, and (2)
worker.ajpl3.port must be the same as the one listed in the
Tomcat server.xml file as shown on the next page.

. In more robust applications, additional editing of the JWorkerFile
will be required. For example, if you have more than one installation
of Tomcat on your machine, you’ll need to adjust the
worker.ajp.port parameter in workers.properties to
make sure that mod jk Is connecting to the correct Tomcat
installation as Tomcat installations will not be able to start up sharing
port numbers.
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File Edit WYiew Insert Format Help

DEE £& #4

worker.ajplsd.lbhfactor=1

DEFAULT ajpls WORKER DEFINITION --

# Defining a worker named ajpl3 and of type ajplid
# Note that the name and the type do not have to match.
#
worker.ajpl3.port=3009
worker.ajpl3.host=localhost
worker.ajpli.type=ajpl3
#
SGpecifies the load balance factor when used with
a load balancing worker.

———=%» lbfactor must he > 0
———-» Low lbfactor means less work done by the worker.
worker.ajpls.lbhfactor=1

#
#
# Note:
#
#

#
# Specify the size of the open connection cache.
H#worker.ajpl3.cachesize

The portion of the Tomcat
worker.properties file
showing the definition for the
default AJP 1.3 worker. NOTE:
the port number listed here must
match the port number listed in
the Tomcat server.xml file as
shown on the next page.

For Help, press F1
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lex/flocalhost/CyProgram % 20Fi % 205cftware%20Foundaticn/Tomeat®205.5.28/conf/server.xml - Opera
File Edit View Bookmarks Widgets Tools Help

IE| Error Xﬁ;@ Er_ror iﬁ file:f,.. 3(1 0 welc... XT D;w x I CMT .. xﬁ file:/.., X!! Error XT file:/... XT file/.. X || on

I &= | » ‘ IGHJ I = ] I # ] file://localhost/C:/Program %20Files/ Apache?:205oftware3620Foundation/ Tomeat %6205.5.28 = ';,l « | Search with Google E

<!-- Define a S5L HTTP/1.1 Connector on port 8443 --»

<!-- <Connector port="8443" maxHttpHeader5ize="8192" maxThreads="158" minSpareThreads="25"
max5SpareThreads="75" enablelookups="false" disableUploadTimeout="true" acceptCount="188"
scheme="https" secure="true" clientAuth="false" sslProtocol="TLS" /> -->

<!-- Define an AJP 1.3 Connector on port 8889 -->

<Connector port="80809" enablelookups="false" redirectPort="8443" protocol="AJP/1.3"/>

¢!-- Define a Proxied HTTP/1.1 Connector on port 8882 -->

<!l-- See proxy documentation for more information about using this. --

<!-- <Connector port="8082" maxThreads="158" minSpareThreads="25" maxSpNcgecadeeJi
enablelLookups="false" acceptCount="100" connectionTimeout="20000" proxyPoy] The portion of the
disableUploadTimeout="true" /> --> Tomcat server.xml
<!-- An Engine represents the entry point (within Catalina) that processeq file showing the
Engine implementation for Tomcat stand alone analyzes the HTTP headers ind definition for the AJP
and passes them on to the appropriate Host (virtual host). --> 1.3 connector. This
<!-- You should set jvmRoute to support load-balancing via AJP ie : <Engin connector port
defaultHost="localhost" jvmRoute="jvml"> --> number listed here

m

ﬂ!——.Define tbe toille:es icniainer i; ou;hconzainEP hierarchy --» must match the port
<Engine name="Catalina etaultHost="1ocalhost"> | | | number in the
¢!-- The request dumper valve dumps useful debugging information about t

workers.properti
es file as shown on
the previous page.

cookies that were received, and the response headers and cookies that we
requests received by this instance of Tomcat. If you care only about reg
virtual host, or a particular application, nest this element inside the
<Context> entry instead. For a similar mechanism that is portable to all Servlet 2.4 containers, =

1 s 1] 3

-

S g - | @), View (100%) +
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